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Abstract

We investigate various formal aspects of a distributed dataspace architecture in which data storage
is based on time stamps. An operational and a denotational semantics have been defined and the
equivalence of these two formulations has been proved. Moreover, the denotational semantics is fully
abstract with respect to the observation of produced data items. It is used as a basis for compositional
reasoning about components, supported by the interactive theorem prover PVS. We use this framework
for a small example where components make mutual assumptions about each other’s output.
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1. Introduction

In this paper, we investigate the application of formal techniques in the context of an
industrial software architecture which is based on distributed data storages. In particular,
we consider the software architecture Sp[it2] which has been devised at Thales Neder-
land (previously called Hollandse Signaalapparaten). It is used to build large and complex
embedded systems such as command and control systems, process control systems, and air
traffic management systems.

* Corresponding author. University of Nijmegen, The Netherlands.
E-mail addressegozef.hooman@embeddedsystemé&lnHooman)Jaco.van.de.Pol@cwi.(l. van de Pol).

0304-3975/$ - see front matter © 2004 Elsevier B.V. All rights reserved.
doi:10.1016/j.tcs.2004.09.020


http://www.elsevier.com/locate/tcs
mailto:jozef.hooman@embeddedsystems.nl
mailto:Jaco.van.de.Pol@cwi.nl

292 J. Hooman, J. van de Pol / Theoretical Computer Science 331 (2005) 291-323

Splice is data-oriented, with distributed local databases based on keys. It provides a co-
ordination mechanism between loosely-coupled heterogeneous components by means of
the publish—subscribe paradigm. An important design decision is to have minimal over-
head for data management, allowing a fast and cheap implementation that allows huge
data streams from sensors, such as radars. For instance, Splice has no standard built-in
mechanisms to ensure global consistency or global synchronization. If needed, this can
be constructed for particular data types on top of the Splice primitives. A brief informal
explanation of Splice can be found in Sect@nSection3 contains a formal syntax of a
very simple Splice-like language and informally describes the meaning of this language.
There is a slight difference with the semantics present¢tidri 7} the current paper con-
tains a weak and realistic assumption about the synchronization of local clocks which
simplifies the formalization significantly. The semantic difference is explained at the end of
Section3.

Our aim is to reason about components of the distributed dataspace architecture Splice
in a compositionalway. This means that we want to deduce properties of the parallel
composition of Splice-components using only the specifications of the externally visi-
ble behaviour of these components. In addition, the goal is to allow specifications that
may include explicit assumptions about the environment of a component, as described
in [15].

Such a compositional verification framework should be based on a solid formal foun-
dation, in particular on a denotational semantics, which defines the meaning of compound
constructs in terms of the meaning of the p@éls Moreover, to increase the confidence in
this denotational semantics, it is important to define an independent operational semantics
and relate it formally to the denotational one. This leads to the four main topics of this paper
which are briefly described in the next subsections: operational semantics (Skedjion
and denotational semantics (Sectibg), their relation (Sectior.3), and the verification
framework (Sectior.4).

1.1. Operational semantics

To formalize the meaning of our simple Splice-like language, Sedtmmtains an oper-
ational semantics which is close to the operational intuition. Earlier work on the operational
semantics of Splice-like languages includes a transition system semantics for a basic lan-
guage of write and read statements (without qufs}/)in [22], an operational semantics is
provided by a translation to process algebra. That paper focuses on a global dataspace view
for a simple fragment of Splice. Related is also a recent comparison of semantic choices
using an operational semantics and embeddj8New in our work is the treatment of
local time stamps and their use for updating local databases.

Some other operational semantics have been given for shared dataspaces with time, e.g.
extensions of Linda or JavaSpaces with delays, time-outs and leasing (i.e.: non-permanent
data that expires after a specified tifi@).9,9] All these papers study timed extensions of
coordination language primitives. Time plays a different role in our paper. Our motivation
has not been to make time explicit in the coordination primitives, but time is used internally
in the (semantics of the) data space, in order to decide which data items to overwrite, and
to make causal relationships explicit.
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1.2. Denotational semantics

The denotational semantics of the Splice primitives is defined in Sestibfiorms the
basis of our verification framework and includes explicit assumptions about the data items
produced by the environment of a component. Itis well-known that a denotational semantics
provides a good basis for a compositional verification framevi26k

In previous work on a denotational semantics for SB¢ethe semantics of local storages
was inconvenient for compositional verification; it uses process identifiers and a partial
order of read and write events with complex global conditions. In more recent work on
the verification of Splice-systenj46], we used a complex denotational semantics with
environment actions.

1.3. Relating operational and denotational semantics

Although the current denotational semantics is a good basis for compositional reasoning
using assumptions about the environment, it is far from trivial that it captures the intuitive
understanding of the Splice architecture. Hence, in Se@&ie prove formally that it is
equivalent to the operational semantics. For the slightly more complex semantics defined
in [17], a very similar proof has been checked mechanically by means of the interactive
theorem prover PV§3,24]

Another interesting topic concerns the equivalence classes induced by the semantics,
grouping the programs that obtain the same semantics. Typically, a denotational semantics
has more classes, containing less programs, than an operational semantics. The reasonis that
the denotational semantics of a program should define its meaning in any context, whereas
in an operational semantics the complete system is given. So a denotational semantics has
to distinguish more programs, but it might distinguish more than needed (the extreme is a
semantics where each syntactically different program gets a different denotation).

This leads to the question whether the denotational semantics is fully abstract with respect
to the operational one, that is, does it only distinguish those programs that are observably
different in some context? In Secti@hwe claim that our denotational semantics is indeed
fully abstract with respect to the observations of the operational semantics, namely the set
of produced data items.

Full abstraction has been considered for a large variety of programming concepts, e.g. for
the timed semantics of synchronously or asynchronously communicating profkgés
to, recently, information exchange in multi-agent systérjsTypically, a form of failure
sets has been used to obtain full abstraction, but in our case this was not needed.

1.4. Verification framework

Many examples in the literature (§26]) show that it is convenient to specify components
using explicit assumptions about the environment. Concerning Spli§g5jnve propose
a framework with an explicit assumption about the quality of data streams published by
environment and a similar commitment of the component about its produced data. When
putting components in parallel, assumptions can be discharged if they are guaranteed by
other components.
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Reasoning with assumption/commitmd@tl] or rely/guaranted18] pairs, however,
easily leads to unsound reasoning. There is a danger of circular reasoning, two
components which mutually discharge each others assumptions, leading to incorrect
conclusions. Hence it is important to prove that the reasoning is based on a sound formal
foundation.

In Section 8, we present a framework for the specification and verification of
Splice components. The framework has been defined in terms of the higher-order logic
of PVS, thus allowing the use of the interactive theorem prover of PVS to verify
applications. Ir{17] we have used a similar framework to verify an example of transparent
replication.

In this paper, we illustrate the approach by a small example with two components that
generate even and odd numbers; this example originates from an early{papen as-
sumption/commitment reasoning. In this example, there is a mutual dependency between
the components and we observe that simple implication between assumptions and commit-
ments is not suitable. We solve this by requiring that a commitment at a certain point of
time may only use assumptions for earlier points of time.

In our solution, we use a discrete notion of time; it is closely related to McMillan’s rule
which has also been formalized in PYZ5]. It, however, assumes that parallel composition
corresponds to conjunction which is not the case in our framework (many components may
produce different data items of a particular sort). Having discrete time is convenient but
not strictly needed; ifil3] we have shown that sound assumption/commitment reasoning
is possible if we require that there exist§ & 0 such that a commitment at any poimbay
use assumptions up to point- o.

2. Informal introduction to the Splice architecture

The Splice architecture provides a coordination mechanism for concurrent components.
Producers and consumers of data are decoupled. They need not know each other, and
communicate indirectly via the Splice primitives; basicathad andwrite operations on
a distributed dataspace. This type of anonymous communication between components is
strongly related to coordination languages such as Ljhilhand JavaSpacg$0]. These
languages, however, have a single shared dataspace, whereas in Splice each component has
its own dataspace, see Fig Communication between components takes place by means of
local agents. A data producer writes data records to the other dataspaces via its agent. A data
consumer uses an agent to subscribe to the required types of data; only data which matches
this subscription is stored. Data items may be delayed and re-ordered and sometimes may
even get lost. It is possible to associate certain quality-of-service policies with data delivery
and data storage. For instance, for a particular data type, delivery rgagbenteedeach
item is delivered at least once) best effort(zero or more times). Data storage can be
volatile, transient, or persistent.

Each data item within Splice has a unicgat, specifying the fields the sort consists of
and defining th&eyfields, seg1] for more details. In each local dataspace, at most one data
item is present for each key. Basically, a newly received data item overwrites the current
item with the same key (if any). To avoid that old data items overwrite newer information
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Fig. 1. Splice applications.

(recall that data may be delayed and re-ordered), data records indinge stamgdield. A

time stamp of a data item is obtained from the local clock of the data producer when the item
is published. At the local storage of the consumer, data items are only overwritten if their
time stamp is smaller than that of a newly arrived item (with the same key). This overwriting
technique reduces memory requirements and allows a decoupling of frequencies between
producers and consumers. It also reduces the number of updates to be performed on the
dataspace, as not all received records get stored. The time stamps improve the quality of
the data stored, as no record can be overwritten by older data.

Although it cannot be assumed that the local clocks are synchronized perfectly, many
real-time applications require a reasonable tight clock synchronization. In typical Splice
environments, this is even supported by special hardware. We will only use the relatively
mild assumption that the clock drift is less than the network latency.

To program components on top of Splice, a Splice API can be called within conventional
programming languages such as C and Java. Splice provides, for instance, constructs for
subscribing to data of a certain sort, retrieving (reading) data from the local dataspace, and
for publishing (writing) data. Read actions contain a query on the dataspace, selecting data
items that satisfy certain criteria.

The local dataspace is organized along the well-known relational database model. All
information is stored in tables, and sorts determine the names and types of the fields within
a table. Fields can be declared to be key fields, which determines the identity relation on
data items. Queries may involve typical database operations, such as joining records from
various tables based on key-fields, and projecting the records of a table by selecting a subset
of the fields. Note that by subscribing to a selection of the fields, a consumer may ignore
certain fields of produced data items. Most of this database structure is kept abstract in our
formalization; we keep a notion of key-data, allow queries to select data, and assume in
Section7 that producers can extend data sorts by adding new tag fields.
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3. Syntax of a simple Splice-like language

In this section, we define the formal syntax of a very simple Splice-like language. We
have embedded the basic Splice primitives in a minimal programming language to be able
to highlight the essential features and to prove equivalences between various semantic
definitions in a formal way. It is easy to extend the language with other constructs; in
Section.8.1 we show how to add an infinite loop and[it6] we have added assignments
and an if-then-else construct.

We consider only one sort. L&lata be some data domain, with a d&tyDataof key
data and a functiokey: Data— KeyData Assume a given typkocalTime to represent
values of local clocks. We assume a total ordeon LocalTime and a minimal element
0 € LocalTime

The typeDataltemsof time-stamped data items, consists of records with two fields:
dat of type Data andts of type LocalTime A record of typeDataltemscan be written as
(#dat = v, ts := c#), following the PVS notation. In long formulas, we may also write
this as the ordered pafp, ¢). Hence, fordi € Dataltems we havedat (di) € Dataand
ts(di) € LocalTime

For X C (Dataltems andr € LocalTime we defineX <;;.. t to denote that all time
stamps inX are smaller tham. More preciselyX <y, t iff forall di € X, ts(di) < ¢t.

The reverse <y, X is defined similarly.

Using overloading, functions dbatacan be extended to functions definedataltems

In particular, the functiokeyis extended tDataltemsy definingkey(di) = key(dat (di)).

We will use_L as a special symbol denoting an undefined data itemPataltems- is
defined to bdataltemsJ {_L}. LetVarsbe the set of program variables. Program variables
range oveDataltems-. For simplicity, we do not give the concrete syntax of data expres-
sions and queries here. Instead, we use standard set notation for expressions and queries. A
data expression : Datadenotes a data value, possibly depending on the program variables.
A queryis a predicate oDataltems-, possibly depending on program variables. We will
use_L in queries to specify non-blocking read operations.

Henceforth, we typically use the following variables ranging over the types mentioned
above:

v overDatavalues. In examples we also ude B, C as concrete values.
di,dig, di1, ... overDataltems

Di, Dig, Di1, . .. overDataltems-

diset disep, diset, . .. over sets oDataltems

X, X0, X1, - .-, ¥, Y0, V1, . . . Overvars

q, 40, 41, - - . OVer queries

The syntax of our programming language is given in Tdble

Table 1

Sequential program S :=Write (e¢) | Read(x,q) | S1; S2
Process P:=S| P P2
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Informally, the statements of this language have the following meaning:

e Write (e) publishes a data item with valeg(in the current state) and the current time
stamp (from the local clock). The local clock is increased.

We modelbest effortdelivery; a data item arrives O or more times at each process,
where it might be used to update the local storage. Itis added to this local storage if there
is no item with the same key which has a larger or equal time stamp. As a side-condition
of such an update, the value of the local clock should be larger than the time stamp of
any data item used for an update of the local database.

e Read(x, q) assigns tax a data item from the local storage that satisfies qugrin
particular, if there are data items satisfyiqpghe choice is hon-deterministic. If no data
item from the local storage satisfiggut_L satisfies), then can bereturned. Otherwise,
the execution of read is blocked until the database contains a data item satigfying

Forinstance, the quety= {di|ts(di) > 100} in Read(x, ¢), would assign ta a data
item from the local storage with time stamp greater than 100. If there are no such items
in local storage, the read statement blocks. Note that a query’likeq U { L} allows
1, so with this query the read may continue, even if the data storage does not contain an
element satisfying. Hence a read statement may be blocking or not, depending on the
query.

e S1; So: sequential composition of sequential prograsngand So.

e Py || Po: parallel composition of processes. A process is either a sequential program or
a parallel composition of processes; in the latter case we cafiatallel program

Instead of a concrete syntax for queries, we introduce a number of standard abbreviations:

Definition 1 (Abbreviation$.

e We use querytfue’ to denote any data item ar.

e We use queries of the form” to denote{di | dat(di) = v}. These queries require a
data valuey, and allow an arbitrary time stamp.

e We use queries of the formv|” to denote{di | dat(di) = v} U {L}. These queries
require data value, but allow_L if v is not present.

e new(x, v) is the query which requires an item with valuend time stamp larger than
that of x, if x is defined. Formallynew(x, v) = {di | dat(di) = v and ¢ = L or
ts(di) > ts(x)}.

For instance, iRead(y, new(x, A)) terminates then is a data item with valu& and
a time stamp larger than all time stamps of the items of

Example 2. As a very simple example, consider a few producers and consumers of flight
data. LetDatabe a record with two fields: flightnr (a string, el.309) and pos (a position
in some form, here a number for simplicity). The flight number is the key, thatjgy) =
flightnr(v). Consider a producer of flight data
Py =Write ((#flightnr := KL567, pos:= 1#)) ;

Write ((#flightnr:= LU321, pos:= 6#)) ;

Write ((#flightnr := KL567, pos:= 2#)) ;

Write ((#flightnr := KL567, pos:= 3#))
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and two consumers:

C1=Read(xy, true) ; Read(y1, q1) ; Read(z1, q1)
Cz2=Read(x2, q1) ; Read(y2, g2)
whose queries are specified as follows:
q1 = {di | flightnr(dat (di)) = KL567}
g2 = {di | flightnr(dat (di)) = KL567 ands(di) > ts(x)}

Consider the proces®; || C1 || C2 and assume there are no other producers of data. Note
that the producer does not specify the local time stamp explicitly; this is added implicitly.
Recall that the items produced B may arrive in a different order at the consumers, and
they may arrive several times. However, this only leads to an update of the local database
if the time stamp is larger.

Variablex; may bel (if no data item has been delivered yet—note that this read is not
blocking) or it may contain a produced data item. For instance, it may contain position
number 3 folKL567. The second read is blocking (does not allowl ), so after that read,
variabley; will contain a dataitem with flight numb&L567. If there is a position fd{L567
in x1, then the position iy will be greater or equal (lower values are produced earlier,
hence have a smaller local clock value, and thus they cannot overwrite greater values).
Similarly for z1, where the position is greater or equal than the ona.iiit is possible that
z1 = y1. For consumer’; the second read action requires a newer time stamp, hence we
always haveys # x2 and the position iny; is at least 2.

3.1. Difference with earlier versions

The most notable syntactic change comparef#iids that now variables and queries
denoteDataltems- instead ofP (Dataltems. This simplifies the presentation considerably,
and the generality of having sets was only used to allow non-blocking reads (corresponding
to the empty set) which is now captured by havihg

The informal meaning of the Splice statement defined here differs slightly from the
semantics defined earligt6,17] The current semantics contains a slightly stronger—but
realistic—requirement on the local clocks, namely that a local clock is always larger than
the time stamps in the data items that have been received. This can be seen as an abstraction
of the clock synchronization which is present in the Splice system. In our semantics, these
local clocks are updated similar to Lamport’s logical clo¢R8]. This ensures that the
partial order thus obtained is consistent with the causality relation between read and write
events.

The following example shows that this semantic difference can be observed by a Splice
process. Consider the three processes:

Py =Write (A)
P> =Read(x, A) ; Write (B)
P3=Read(y, B) ; Read(y, new(y, A))
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Suppose the time stamp of the item with vahuis 10. With the original semanti¢$6,17],

the time stamp of the item with vallgcould be smaller, say 5. Hendg may terminate,
because it can first red8 and thenA with a larger time stamp. With the current seman-
tics, the local clock ofP, after Read(x, A) will be larger than 10 and, hence, also the
time stamp of the item with valuB will be larger than 10. This implies thatz always
blocks after the first read, because there is no new Rewith a larger time stamp to
read.

4. Operational semantics

We define an operational semantics for a procask... | S, of the syntax of Sectio
where theS; are sequential programs. First, an operational status of a sequential program
(Definition 3) and its local computation steps (Definiti6h are defined. Next, we define
configurations (DefinitiofT), which represent the state of affairs during operational execu-
tion of a process, and global computation steps (Definifipieading to the operational
semantics (Definitior9).

For convenience, we slightly rewrite the syntax of the programming language, also intro-
ducing the empty statemeBtwhich represents a statement that has terminated, as shown
in Table2.

The state of a program is represented by a functionVars — Dataltems-. An expres-
sion is formalized as a function: (Vars — Dataltems) — Data. We will write e(st)

to denote the value of expressierin statest Similarly, a queryg can be represented as
g : (Vars — Dataltems) — P(Dataltems-). We write g(st)(di) (resp.q(st)(L)) to
denote thati (resp..L) satisfies queryg in statest

Let DataBase®e the type consisting of sets of data items with at most one item for each
key, i.e.

DataBases= {disetC Dataltemg for all di1, di» € diset:
key(di1) = key(dip) — di1 = dip}

Definition 3 (Operational Status An operational status of a sequential program, denoted

0s o0sg, 051, .., IS a record with three fieldst, clockanddb:

e st : Vars — Dataltems-, represents the local state, assigning to each variable a data
item (or L representing undefined);

e clocke LocalTime the value of the local clock;

e db € DataBaseswith 0O <;;;,e db <;ime ClOCk represents the local database as a set of
data items representing the local storage. Besides the restriction that each key occurs at

Table 2

Sequential program S:=E | Write (e¢); S | Read(x,q); S
Process P:=S| P1| P
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most once, we additionally require that all time stampdhbre smaller thaalock but
bigger than the minimal element bbcalTime®

Definition 4 (Variant). Thevariantof local statest with respect to variable € Varsand
valueDi € Dataltems-, denoted byr[x — Di], is defined as

Di ify=ux
st(y) ify #x.

Similarly, the variant of a recordwith fields f1 ... f,, is defined by

v if fi=Ff
fitr) it fi # f.

(stlx = Di])(y) = {

fitrlf = v = {

Produced data items are sent to an underlying network. This is represerited bgt of
data items, i.eN C Dataltems Note that we do not use a multi-set, although a particular
item might be produced several times by different producers. The use of a set is justified by
the fact that the multiplicity of data items cannot be observed: the network is unreliable, and
it may deliver this item never, once, or many times. In previous pgférs7]we showed
that this even allows the transparent replication of processes in certain cases.

To avoid problems due to multiple delivery of old data items by the network, the database
is only updated with newer data. We define the update of a database, using a new database,
i.e. a selected set of data items delivered by the network. An element of the new database is
added if its key is not yet present, otherwise it only replaces the element of the old database
with the same key if its local time stamp is strictly greater.

Definition 5 (Update databage The update of databasty using a new databasébs,
denotedJpdateDlidb, db1) is defined as follows:

di € UpdateDlydb, dby) iff

e eitherdi € db and for alldiq € dby with key(diy) = key(di) we havers(dii) <ts(di),
e 0ordi € dby and for alldip € db with key(dip) = key(di) we havers(dig) < ts(di).

Alocal computation step of a sequential program corresponds to a read or write statement,
or it can be an update step in which the local database is updated with items delivered by
the network.

Definition 6 (Local computation step We denote a local computation step of a sequential

programSin an operational statusand given a networkl by (S, os, N) — (S', os’, N').

This relation is defined by the three rules of Fig.

e Update In the first—update—ruleX represents the data items that arrive from the
network. The conditionX <,;,,. cI’ expresses that the value of the local clock in the
end state should be larger than the time stamps of the newly added items; this models
our assumption that the local clocks of sender and receiver differ less than the maximal
message transmission delay.

1The additional requirement was not presertlif], but is essential for the full abstraction result in Section
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c’>cl X:DataBases X €N X <ime cl’
(S, (st,cl,db), Ny — (S, (st, cl’, UpdateDlidb, X)), N)

e >cl

(Write (e); S, (st,cl,db), Ny — (S, (st,cl’,db), N U{(e(st), cl)})

q(st)(Di) cl'>cl Diedbor(Di=_Land—-3di € db, q(st)(di))
(Read(x, q); S, (st,cl,db), N)y — (S, (st[x — Dil,cl’,db), N)

Fig. 2. Local computation step.

Note that the network has not been changed, since data items might be used several
times for an update (modeling the fact that an item might be delivered by the network
several times).

e Write: In the second rule, for the write statement, the written data item is given the time
stamp of the new clock value, which must be strictly greater than the current clock value.
This ensures that subsequent write statements get increasing time stamps. Recall that
e(st) denotes the value of the express@in the current statet.

e Read The last rule expresses that a read statement assignartielement from the
database that satisfies the qugny it exists. If no such element exists andsatisfies
the query, thenL is assigned tox. Otherwise, no rule applies, modeling a blocking
read.

Definition 7 (Configuratior). The state of affairs of a proceSs|| ... || S, during execution
is represented by @eonfigurationof the form

((S:,L’ Osl)a M} (S;lv Osn)’ N>

For each sequential prograsy it denotes the current statws and the remaining pasy that
still has to be executed. Moreover, it contains the current contéhtef the
network.

An execution ofS1 || ... | S, is represented by a sequence of configurations
Co—> C1— Cop — ...

whereCo = ((S1; E,0s1),...,(Sy; E, o0sy), @) and, for alli, db(os;) = @. Each step in
such a sequence represents the execution af@nicaction by some sequential program
i, as defined in Definitio.

Definition 8 (Global computation stgp The global computatioss» is defined in Fig3.
The basic rule corresponds to a local computation step of one of the components. The other
rules yield the reflexive, transitive closure of the one-step computation.

Typically, the operational semantics yields some abstraction of execution sequences,
depending on what isbservable Here we postulate that only the set of produced data
items in the last configuration of an execution sequence is (externally) observable.



302 J. Hooman, J. van de Pol / Theoretical Computer Science 331 (2005) 291-323

(S;,05;,N) — (S, 0s', N'), for somei, 1<i <n

((S1,081), ... (Sn,08n), N) = ((S1,051), ...(S,05"),...(Sy,08p), N')

REFL C1=0C2 C2=0C3
Fig. 3. Global computation steps f6r.

TRANS

Definition 9 (Operational semantigs The operational semantics of a procss$ ... || S,
given an initial operational statusg, is defined by

O(S1 Il - I Sn)(os0) =
{N C Dataltems db(osg) = @andosq, ..., o0s, :
<(Sl 7 E7 050), MR (Sn 7 E7 050), g) :>O <(Ea 0sl)9 MR (E5 Osn)’ N) }

Thus, the operational semantics of a program yields a set of produced data items, where
each set of produced data items represents a possible execution of the program.

Example 10. Observe that, for anyso,
O((Read(x, A) ; Write (B)) || (Read(x, B) ; Write (A)))(osg) = @.

Indeed, the network and the databases are initially empty and the queries make the read
statements blocking, so no component can write the data item needed by the other compo-
nent. In the next section (Examplé&) we show how our denotational semantics avoids that
these processes read each other’s written items.

5. Denotational semantics

In this section, we define the denotational semantics of our Splice-like programming
language. This means that the semantics of compound constructs (sequential and parallel
composition here) is defined in terms of the semantics of its constituents, without referring
to the syntax of these parts. The meaning of the atomic statements (read and write here) is
defined independently, such that they can be included in any context.

We define the denotational semantics of a program using an initial status which represents
the state of affairs at the start of the execution. To support our aim to reason with assumptions
about the items produced by the environment, such assumptions are included in the status.
The semantics yields a set of statuses, each representing a possible execution of the program.

To achieve compositionality and to describe a process in isolation, without knowing the
context in which it will operate, it is quite common that information has to be added to the
status to express relations with the environment explicitly. Here we add the set of written
data items and the set of items that are assumed to be produced by the environment.

A denotational status, typically denoted byso, s1, .., representing the current state
of affairs of a program, is a record with five fields. In addition to the three fields of the
operational status:

e st :Vars— Dataltems, the local state (values of variables);
e clock e LocalTime the value of the local clock;
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e db € DataBases0 <;; .. db <;ime clock the local database (a set of data items, with at
most one item per key, and time stamps smaller tiack but bigger than the minimal
element ofLocalTime);

there are two new fields:

e ownw<C Dataltemswith O <;;,,e Ownw These are the data items written by the program
itself in the past;

e envwC Dataltemswith 0 <;;,,. envw This is the set of data items written by the envi-
ronment of the program; it is an assumption about all items produced (including present
and future). Note that we assume given all items produced by the environment, including
those that are assumed to be produced in the future. This simplifies the semantics in the
sense that no updates of tlesvwiield have to be taken into account in the semantics.
However, we will need a condition to ensure that items are read in the correct causal
order (see also Exampidl).

Below, we define a meaning functiokt for programs by induction on their structure.
The possible behaviour of a progrgmmog, i.e. a set of statuses, is defined®#( prog) (so),
wheresg is the initial status at the start of program execution. Note that this includes an
assumption about all data items that have been or will be produced by the environment. The
semantics will be such thatife M(prog)(so) then

e OWNnW(s) equals the union adwnw(sg) and the items written bgrog.

e envi(s) = envW(sg); the fieldenvwis used in the denotational semantics to update the
local storage oprog with elements written by its environment. $aog itself cannot
modify this field. Although all items are available initially, constraints on local clocks
prevent the use of items “too early”.

Next, we defineM (prog) by induction on the structure @irog. The atomic cases use
an auxiliaryUpdaterelation.

5.1. Update

The auxiliaryUpdatefunction may update the local database with data items that have
been written (by the process itself or by its environment). Its definition Upesite Dbof
Definition5. To ensure the proper use of environment writes, i.e. respecting causal ordering,
it is important to require that the local clock becomes larger than the time stamps of the
items used for the update.

Updatdsg) =
{s | clock(s) > clock(sg) and there exists@b1 C ownw(sg) U envw(sg)
such thatlb(s) = UpdateDWdb(sg), db1), db1 <;ime Clock(s), and
s equalsg for the other fieldgsz, ownwandenvw}.

We will use this relation to occur once before and once after every read and write Action.
One may wonder how this corresponds to the operational semantics, where arbitrarily many
update steps can occur between read and write events. The fact tkatUpdatesg)

2This is another deviation from the semantic§i], where the denotational semantics had an update before
the read statement only; the change is essential for the full abstraction result.
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corresponds to the possibility of having no update step, and the fatipdatg Updateso))
= Updatesg) shows that multiple updates can be combined to one. We deliberately reduced
the number of explicit update steps in the denotational semantics, in order to simplify the
verification framework.

Below we use relation composition, definedsass (R1 o R2)(so) iff there exists ary;
such thako € R1(sg) ands1 € Ra(s2).

5.2. Write

In the semantics of the write statement, the published item is time-stamped and added
to theownwfield. The time stamp will be the clock value in the resulting status. Since the
local clock is increased, subsequent written items obtain a larger time stamp.

BasicWritde) (so) =
{s | clock(s) > clock(sg) and
ownw(s) = ownw(sg) U {(v, clock(s))},
wherev = e(st(sg)), the value ofzin sg, and
s equalsyg for the other fieldgsz, db andenvw}

Next, we defineM (Write (e)) = Updateo BasicWrit&e) o Update

5.3. Read

The read stateme®ead(x, ¢) first updates the local storage and next assigratdata
item that satisfies the quegy

BasicReadkx, ¢)(sg) =
{s | there existdi e Dataltems- such that
q(st(so))(Di)andst(s) = st(so)[x — Di]and
eitherDi € db(sg), or Di = L andvdi € db(sg), ~q(st(s0))(di);
s equalsig for the other fieldsclock db, ownwandenvw}.

Note that we only represent successfully terminating executions; blocking has not been
modeled explicitly. Next, we define

M(Read(x, q))(so) = Updateo BasicReadx, ¢) o Update

5.4. Sequential composition

Since we only model terminating executions, the meaning of the sequential composition
S1; S2is defined by applying the meaning $f to any status that results from executifig
In Section8.1, we show how this can be extended to deal with non-terminating programs.

M(S1; S2) = M(S1) 0o M(S2).
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5.5. Parallel composition

To define parallel composition, l&tiz (sg) be the conditiodb(sg) = GAownW(sg) = D.
Moreover, we use + disetto add a setlisetC Dataltemsto the environment writes &
i.e.envw(s + dised = envw(s) U disetand all other fields o remain the same.

Inthe semantics aPy | P2, starting in initial statusp, the main observation is thavw(so)
contains only the data items produced outsidd P,. Hence the semantic function f&4
is applied tasp where we add the items written B to the environment writes. Similarly
for P,. Then parallel composition is defined as follows:

M(Py || P2)(s0) =
{s | init(so) and there exist; ands, with
51 € M(P1)(so + OWNW(s2)),
s2 € M(P2)(so + OWNW(s1)),
ownw(s) = ownw(s1) U ownw(s2), env(s) = envwiso)}.

Parallel composition is commutative and associative. Observe that there are no constraints
on the fieldsst, clockanddb of s; we abstract from these fields when composing processes
in parallel and allow them to be arbitrary.

Example 11. Consider again the program of Exampl@
(Read(x, A) ; Write (B)) || (Read(x, B) ; Write (A))

Without using the condition on the local clock in the Update function, the semantics would
allow for this program a status whesavw= @ andownwcontainsA andB (each compo-

nent produces the item required by the other one). This, however, does not correspond to
the operational semantics which yields the empty set. But using the condition in Update,
the first program ensures that the time stamp of the item with \&lséarger than the item

with valueA produced by the other process. Similarly, the second program ensures that the
item with valueA has a larger time stamp, and hence there are no executions that can be
combined at parallel composition. We can indeed show that, fos@wjth env(sp) = @,

M((Read(x, A) ; Write (B)) || (Read(x, B) ; Write (A)))(so) = @.

Since both sequential and parallel composition are associative, we will often omit brackets
andwriteSy; ... ; SpandSt| ... || Sn.

6. Equivalence of denotational and operational semantics

In this section, we first define what it means that the operational and the denotational
semantics of Sectiorsand5, respectively, are equivalent. Next, we give an outline of how
we proved this equivalence formally. For the more complicated semantics describ@l in
the equivalence proof has been checked completely using the interactive theorem prover
PVS.
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Note that equivalence is far from trivial, since there exist a number of prominent differ-
ences.

e The operational semantics allows updates of the local database at any point in time,
whereas in the denotational semantics updates occur once before and after each atomic
statement.

e The parallel composition of the denotational semantics is defined by a few recursive
equations and it is not obvious a priori that this indeed corresponds to the operational
semantics.

e The underlying network is modeled in different ways. In the operational semantics, all
produced items are collected in a single set. In the denotational semantics, there is a
distinction between the produced items of a process and its environment; moreover,
these environment writes are all available initially.

Equivalencds based on what is externalbbservablei.e. two semantic functions are
equivalent if they assign the same observable behaviour to any program. Here we choose the
same notion of observable behaviour as has been used in the operational semantics, namely
the set of published data items. For aBeif denotational statuses, define the observations
of D by Obs(D) = {ownw(s) | s € D}. For a sefl of n-tuples(ss, ..., s,) of statuses,
define0bs(T) = | J{Ui.1<i <nOWNW(s;) | (51, ..., 8,) € T}

To relate the operational and the denotational semantics, we use a fuBkstida
extend an operational status to a status of the denotational semanitiogis) is de-
fined by st(Ext(os)) = st(os), clock Ext(os)) = clockos), db(Ext(os)) = db(os),

OWNW Ext(0s)) = @, andenvw Ext (os)) = @.
This leads to the main theorem.

Theorem 12. If db(os) = @, thenO(P)(os) = Obs(M(P)(Ext(0s))).

LetP = S1]|... || S»- We present the main steps of the proof, ignoring for instance details
about initial conditions. The proof uses a few intermediate versions of the semantics. First,
we defineOD, which extends the operational semantitso the status of the denotational

semantics (addingwnwandenvw. Moreover, the networkl is removed. This is achieved

by defining the atomic steps of a single sequential prograis a9 diset (8’,s"), where

disetrepresents the set of items written in the step (a singlet@sifarts with a write
statement, the empty set otherwis@)D also includes update steps that are similar to the
updates of the denotational semantics, so including a condition on the value of the local
clock. The local steps for a sequential program are shown indFig.

c'’>cl X :DataBases X CowUew X <;ime cl’
(S, (st,cl,db, ow, ew)) N (S, (st,cl’, UpdateDlidb, X), ow, ew))

cl' > cl

{(e(st),cl")}
—

(Write (e); S, (st,cl,db, ow, ew)) (S, (st,cl',db, ow U {(e(s1), c)}, ew))
q(st)(Di) cl’>cl Diedbor(Di =1 and—3di € db, q(st)(di))

(Read(x, q); S, (st,cl,db, ow, ew)) —ﬂ> (S, (st[x — Di], cl', db, ow, ew))

Fig. 4. Local computation step using denotational status.
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(Si.5i) 5 (57, ), for somei, 1<i<n s, =5, +diset for allj, j # i

((S1.51)s - Sz s0)) =D ((S1.87), .. (8", ... (Sn. 5)

Ci=0opC2 C2=0pC3

C=opC C1=0p C3
Fig. 5. Global computation steps f6rD.
The global steps aDD for a process are defined in Fig.This leads to the definition of

OD.

Definition 13 (OD). The operational semantics extended to denotational statusesis defined
as a list of final statuses for each of the sequential programs of a process.

OD(S1 |l .. Il Sn)(s0)
= {(s1,...8,) | init(so) A
((S15 E,50), ..., (S E,s50) =0p ((E,51), ..., (E,s0)) }.

We will also use the above definition for a sequential program=(1), identifying a
one-tuple with its element, yielding:

OD(S)(s0) = {s [ (S E,s0) =op (E,s) }.

We present the main outline of the proof, showing how suitable lemmas reduce the
statement to be proved. The aim is to prove:

OS1 ... I Sp)(os) = Obs(M(SLI| ... | Sw)(Ext(05))).

For OD we can prove the following lemma.
Lemma 14. O(S1 | ... | Su)(os) = Obs(OD(S1 || ... || Su)(Ext(0s))).

Then it remains to prove:
Obs(OD(S1 || ... | Su)(Ext(0s))) = Obs(M(S1 || ... || Sp)(Ext(0s))).

The following lemma expresses the observations of a parallel program, according to the
OD semantics, in terms of the observations of the sequential programs. To express that an
individual component uses the items written by all other components as its environment
writes, we define

OtherWritegos i) = Ext(os)[envwi— U;_; 0wnw(s;)].

Lemma 15. Obs(OD(S1 || ... | S»)(Ext(0s))) =
Obs({(s1,...,8,) | foralli, 1<i<n,s; € OD(S;)(OtherWritesos, i))})

Then it remains to show, assumingil<n,

Obs({(s1, ..., s,) | foralli,s; € OD(S;)(OtherWritegos, i))})
= Obs(M(S1 || ... | Sp)(Ext(0s))).
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Observe thai\ is defined for the parallel composition of two processes; see the definition
of M in Sectionb. In the next lemma we prove a similar formulation for the application of
M to the parallel composition aof sequential programs.

Lemma 16. Obs(M(S1 || S2 || ... || Sx)(Ext(os))) =
Obs({(s1,...,sp) | foralli,s; € M(S;)(OtherWritegos i))})

Then it remains to show
Obs({(s1, ..., sp) |foralli,s; € OD(S;)(OtherWritesos i))})
= Obs({(s1,...,sy) |foralli,s; € M(S;)(OtherWritegos i))}).

This follows trivially from the following lemma.
Lemma 17. OD(S) = M(S), for any sequential program.S

This completes the outline of the proof of Theord& The lemmas used above have
been proved using the proof checker PVS. Here we only present the main ideas for the proof
of the most complex lemma, namely Lemitfa We prove

Obs(OD(S1 || ... | Su)(Ext(o0s)))
= Obs({(s1,...,s,) | foralli,s; € OD(S;)(OtherWritegos i))})

Proof. We show that the sets are contained in each other.

c
Supposes1, ...s,) € OD(S1 | ... || Sp)(Ext(os)), thatis,

((S1; E, Ext(0s)),...,(S,; E, Ext(os))) =0op ((E,s1), ..., (E,sp)).
By the definition of= o p, there exist a finite number of atomic steps:
((S1; E, Ext(0s)),...,(Sy; E, Ext(os)))
dses G (B s1), . (E, s0))

We have shown by induction on the number of steps in this execution sequence that it can be
used to construct for each sequential program a local execution. Such a local execution starts
with statusExz (os) where theenvwfield contains the items written by all other components,
as expressed ytherWritegos, i). This leadstas;; E, OtherWritegos i)) =op (E, s;),
i.e.s; € OD(S;)(OtherWritegos, 1)), for alli, 1<i <n.
o)

Assume, for all, 1<i <n thats; € OD(S;)(OtherWritegos, i)). Thus, for each of the

sequential programs, we have an operational execution
disety disety

(S; ; E, OtherWritegos i))) — --- — (E, s;). We have to show,

((S1; E, Ext(0$)),...,(Sy; E, Ext(0s))) =op ((E,s1), ..., (E,sy)),i.e., we have
to show that these sequential executions can be merged into a global execution sequence
for the parallel program. Basically, this is done by induction on the total number of steps
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in all sequential executions. The construction of the global execution sequence is far from
trivial, since the local, sequential executions start with all available environment writes,
whereas in the global execution a process may only use what has been produced up to the
current moment. However, the constraints on the local clocks (that have been included in
the extended operational semantie®), ensure that only items are used that have been
produced before its current local time. Formally, this is captured by the property that if

(S,s + dise) diseps (8', s") (representing a step of a local process) and fodak diset

ts(di) > clock(s") (i.e. disetcontains only time stamps after the clock valuesipthen

(8,5) —diset (8, s") whereenvw(s”) = envw(s) ands” equalss’ for all other fields.

Hence the step can be used in the global sequence without environment writes that have
been produced later.

7. Full abstraction

As mentioned in SectioB, to obtain a denotational semantics, the definition of a status
had to be extended and the meaning of each atomic statement has been defined in isolation,
such that it can be used in any context. Typically, this means that in the denotational seman-
tics more programs are distinguished than in the operational one. That is, in the denotational
semantics more programs get a different semantics and less programs are identified. For
instance, we havé®((Read(x, A) ; Write (B)) || (Read(x, B) ; Write (A)))(osg) =
O(Read(x, A))(osp) = O(Read(x, B))(0sg) = @, since the operational semantics con-
siders each of them as the complete program and then they all block. In the denotational
semantics, all three programs have a different semantics; it always includes the possibil-
ity that the context in which it will be placed provides the required data items. In fact,
they behave differently in a particular context and hence a denotational semantics should
distinguish them.

Recall that in the equivalence proof of the previous section we have only proved equiv-
alence for a particular initial status (wheeavwanddb are empty) and with respect to
a particular observation criterion, namely the set of published data items. The question
remains whether we did not make too much distinctions to make the semantics composi-
tional. Ideally, in the denotational semantics we should distinguish exactly those programs
that behave differently in a particular context. This corresponds to the notitl @ib-
straction which is defined formally below, using the notion oftantextas defined by
Table3.

Observe that the only new construct{i§ which serves as an “open place” for which
we can substitute a program to obtain a complete program. We often denote a context by
C[ ] to emphasize that there is an open place, anddjgq to denote the context| ]

Table 3

Sequential Context SC =[] | Write (e) | Read(x,q) | SC1; SC>
Context C:=SC| C1]C2
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where every occurrence ¢f] is replaced byP. In fact, we can restrict ourself here to
contexts with exactly one open place.

Convention. If C[P]is not syntactically correct (e.g. because a parallel program is inserted
in a sequential context) then we define

O(C[P])(osg) = M(C[P])(s0) = B, for anyosg, so.

Definition 18 (Full abstraction). Semantic functionM is fully abstractwith respect to
observable behavio if for every two processe®; and Py,

M(P1) = M(P,)iff for every contextC[ ]we haveD(C[P1]) = O(C[Pz]).

Typically, it requires quite some effort to turn a denotational semantics into a fully abstract
one. Here we claim that the denotational semantics is already fully abstract with respect to
the operational one. Actually, some technical modifications of the semantics with respect
to [17] were required, as we indicated when defining the current semantics. We will show
along the way why these modifications were needed. One direction of the proof is easy; itis
based on the equivalence result proved before. For the other direction we have to construct
a context explicitly. It appears to be convenient to assume some structure on the data sorts,
as we will explain later on.

Theorem 19. M is fully abstract with respect t®.

Proof.
=
AssumeM (P1) = M(P) and consider a context| ] and an operational semantic primi-
tive os Then
M(P1) = M(Py)
= {sinceM is compositiongl
M(C[P1]) = M(C[P2])
= {takeEx1(os) as initial status
M(C[P1])(Ext(0s)) = M(C[P2])(Ext(os))
=
Obs(M(C[P1])(Ext(0s))) = Obs(M(C[P2])(Ext(0s)))
= {Theorem12
O(C[P1])(0s) = O(C[P2])(0s)
=
AssumeM (Py) # M(P2). Without loss of generality, we can assume there exisisid

s1 such thatsy € M (P1)(so) ands1 & M (P2)(so). It suffices to construct a conte&l |
such thatO(C[P1]) # O(C[P2)).
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Without loss of generality, we can assume thatw(sg) is finite. Moreover, it is al-
lowed to assumewnw(sg) = @, as can be shown as follows. M is a parallel program,
thenownw(sg) = @ follows from theinit condition. Otherwise, we shift the elements of
ownw(sp) to theenvwfield. Formally, definesg = solownw — @, envw— envw(sg) U
ownw(sp)]. Then it can be proved (by an appropriate inductionPahthat there exists an
51 € M(P1)(sp) with ownw(sg) U ownw(s;) = ownw(s1) andownw(sy) U envw(sy) =
ownw(s;) Uenvw(s). Further, we can prove thef € M (P2)(sg) impliess; € M(P2)(so),
which contradicts our assumption, so we hay& M (P2)(s().

Similarly, we can assume thdb(sg) = @ by shifting the elements aib(sg) to the
envwfield. Then the update included in the first read actio®p€an use these elements to
reconstructlb(sg) as far as the items are not overwrittan.

We have to show that there exists a cont@and initial statussg such that? (C[ P1]) (0so)

# O(C[P2])(0sg). By the equivalence result, Theordrd, it is sufficient to show that there
exists a contex€ and an initial statu$g with ownw(sg) = envwsg) = db(sg) = @ such
that

Obs(M(C[P1])(50)) # Obs(M(C[P2])(50)).

Letsg be suchthagnvw(sp) = Gand it equalsg for the otherfields. Thug = so+envwisp),
and sinceenvw(s1) = envw(sg), alsosg = Sg + envw(s1).

The construction of the context depends on whether the programs are sequential or par-
allel. Before going into this case distinction we introduce some extra notation for queries
and expressions. In the next three subsections we distinguish three cases: both programs
are sequential, both are parallel, and one is sequential and the other is parallel. We give the
proof for the first, most complicated, case.

7.1. Notation for tags in expressions

It is sometimes needed to distinguish elements written by the context from elements
written by the original program. To this end, we may extend all data sorts with an additional
tag field. Thetag field may have valueB (denoting items written by the environmen),
(denoting items representing values of variables), rfdenoting items of the database).

As noted in the introduction, such extensions are transparettyfand Pp; as P1 and P,
are subscribed to the original sorts, their local database performs a suitable selection of
relevant fields.

Also, in some cases we want to recognize some data items exactly, including time stamp,
and also when they are. To this end we allowVrite actions with expressions of sort
Dataltems-, i.e. time stamps are added as additional data fields. WeMuge ((x, T'))
to denote that the data item xis written with an additionatag field with valueT. Also
Write (v, T) is used to write a data valuetagged withT.

This extension to a multi-sorted language is realistic from the point of view of the real
Splice (cf.[1]). It greatly simplifies the proofs. It is not clear if having multiple sorts is

S At this point we use that items in the database must have time stamp smaller than the clock, otherwise we
would have to increase the clock value.
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strictly needed for full abstraction, but the proof below breaks down if items written by the
environment are indistinguishable from items writtenfyyand P, (see also Exampl26)

7.2. Two sequential programs

ContextC is now constructed based ensuch that it produces the element&imw(sy)
(i.e.,envw(sp)), represented by, , and after termination of the program the values of all
variables and the contents of the database are writtenx1Let. , x,, be the finite list of all
variables occurring inPy or P», di1, ..., di,, be the finite list of data items occurring in
ownw(s1) Uenvw(sy) (which is the maximal set of data items that may occultits;)—note
that we assume some ordering on the items),aand ., ¢, be the finite list of data values
(i.e. the data part of the data items) occurringimw(s1). We define the context as follows.

c=({1: G Ca)llCe,

where
C, = Write ({x1,V)); ... ; Write ({x,,V))
Cq = Read(y,diy ) ; Write ((y,D)); ... ; Read(y,di, ); Write ((y,D))
C, = Write ({e1,E)) || ... || Write ({ex, E)).

Thus, C, publishes the values of the variables in a particular order withvtag/e use
(st(s1), V) to denote the set of written items that corresponds to the values of the variables
in s1. Observe that; tries to read all possible values from the database in a non-blocking
way and publishes the result with t&g hence it writes(_L, D) iff the item is not in the
database. We uséb(s1), D) to denote the set of writes that corresponds exaciip(e1).
ContextC, writes the data values that occuranvw(s;) with tagE. It is essential tha€,

is parallel, because it may have to write several data items with the same time‘sta@tp.
(envw(s1), E) be the set of data items that corresponénow(si), i.e. with the same time
stamps.

Lemma 20. There exists a statuse M((P1; C,; Cq) || Ce)(So) with

ownw(s) = (envw(s1), E) U ownw(s1) U (st (s1), V) U (db(s1), D).

Proof. By the construction o€,, which cannot block, there is an € M(C.)(50) with
ownws,) = (envw(si), E). Since environment writes can always be extended without
affecting an existing execution, there isgne M(C.) (50 + ownw(s7)) with ownw(s,) =
(envw(sy), E), for anys;.

Using so + envW(s1) = sg, we obtain thak; € M(P1)(So + envw(s1)). SincePy is not
affected by the additional tags, alsoe M (P1)(So+0ownw(s,)). Note thatC, andC, do not
block and there exists af) € M(C, ; Cz)(s1) With ownw(s;) = ownW(s1) U (s (s1), V) U

4 Observe that, cannot produce items with time stamp 0, according to the semantics of a write statement in
Section5. But, in Sectiorb, we also required thanvwonly contains items with time stamp bigger than 0.
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(db(s1), D). Hence, by sequential composition, we have that M(P1; C,; Cq)(S0 +
OWNW(s,)).

Combinings, ands; we obtain ans € M((P1; Cy; Cqg) |l Ce)(50) with ownw(s) =
(envw(s1), E) U ownw(s1) U (sz(s1), V) U (db(s1), D). O

For the next step in the proof we need a few lemmas about the value of the local clock.
The firstlemma expresses that the clock is always larger than the time stamps in the database
and not smaller than the time stamps in the produced data items.

Lemma 21. For any sequential program, 8 db(sg) = ownw(sg) = ands € M (S)(so)
then

(1) forall di € db(s), clock(s) > ts(di)

(2) forall di € ownw(s), clock(s) >ts(di)

The next lemma expresses the other direction; if tinsdarger than the time stamps in
the database and not smaller than the time stamps in the produced itemspticars in
the semantics as a possible value of the clock.

Lemma 22. For any sequential programs 8 s € M(S)(so), t > clock(sg) and
(1) forall di € db(s),t > ts(di)

(2) forall di € ownw(s), t >ts(di)

thens[clock— 1] € M(S)(so).

These lemmas are used to prove the following.

Lemma 23. There exists no status € M((P>; C,; Cy) || Ce)(So) with ownw(s") =
(envw(s1), E) U ownw(s1) U (st(s1), V) U (db(s1), D).

Proof. This is proved by contradiction, so suppose there exists a statwgh s’ <
M((P2; Cy; Ca) |l Ce)(So) andownw(s’) = (€nvW(s1), E) U ownw(s1) U (st (s1), V) U
(db(s1), D). Since the items with tag must have been produced By, there exists as,
in the semantics of, with ownw(s,) = (env(s1), E) and ans;, € M(P2; Cy; Cq)(So+
OWNW(s,)), With ownw(sy) = ownW(s1) U (s (s1), V) U (db(s1), D). Since theE-tags are
not used byP, ; C, ; Cy andsp + envw(s1) = so, we obtains, € M(P2; Cy; Cg)(s0).
Hence there exist an such thak, € M(P2)(so) ands, € M(C,; C4)(s2). SinceP, does
not write theV andD tags and the progradi, ; C, only writes tagged items, we have that
OWNW(s2) = ownw(s1). SinceC, producessz(s1), V), we obtainst (s2) = sz (s1).

Observe that the fact thal; producesdb(sy), D) does not imply thadlb(s2) = db(s1).
Actually, some database updates can occur during executiop, @nd we only know that
at the timediy is written, the database indeed contaitis. However, from the fact that
these updates are possible, we conclude that eithgdoes not contain items with the
same key, otlb, contains an item with the same key, but with a smaller time stamp. So all
these updates can be combined in a single update, which is glued to the last atomic action
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of P».® Hence there exists an € M (P2)(so) With st(s3) = st(s1), db(s3) = db(s1),
oOWNW(s3) = OWNW(s1), andenvw(s3) = envw(si1). This leads ta1[clock — clock(s3)] €
M(P2)(s0).

Using Lemma?21, we have for alldi € db(s1), clock(s1) > ts(di), and for alldi €
ownw(s1), clock(s1) >ts(di). By s1[clock— clock(s3)] € M(P2)(so) and Lemm&2, we
obtainsi[clock — clock(s3)][clock — clock(s1)] € M(P2)(s0), i.e.s1 € M(P2)(sp).
Contradiction. [

Finally, observe that by Lemma20 and 23 there exists ars such thatownw(s) <
Obs(M(C[P1])(S0)) andownw(s) ¢ Obs(M(C[P2])(S0)), SO Obs(M(C[P1])(S0)) #
Obs(M(C[P2])(S50))-

We present a few small examples that show how the context distinguishes sequential
programs. In the first example, the final states are different.

Example 24. The programsP;: Read(x1, A) and P»: Read(x2, A) are denotationally
different, because the values.of and x2 might be different, e.g. if the initial statug is
such thakz (sg) (x1) = st (so)(x2) = 0 andenvw(sg) contains an item with valu&and time
stamp 10. The construction above leads to the context

C=([1; Write ((x1,V)); Write ({(x2,V));
Read(y, (#dat := A, ts := 108 1) ; Write ((y, D)))
|| Write ({A, E))

Note that the construction of the context depends on a particular sgatiuat shows a
difference between the two programs. Since there might be several differences, this may
lead to several possible contexts that distinguish the programs. This is illustrated by the next
example.

Example 25. Suppose we have the two programs Read(x, A) ; Read(x, L) and P»:
Read(x, B) ; Read(x, 1). There are several possible differences, leading to different
contexts.

e If db(sg) = ownw(sp) = Fandenvw(s1), which equal&nvw(sp), only contains an item
with value A then the second program blocks and first one does not. This leads to a
context of the fornC = ([ ]; C,; Cy) || Write ({(A, E))

e Another possibility is that/b(sg) = ownw(sg) = @andenvw(s1) (and hencenvw(sg))
contains twalataitems, with valueg\ andB and local time stamps 6 and 8, respectively.
If these items have the same key, tiarmay have the item with valuiin its database,
which is not possible foP, because it must havgin its database before the read and
this cannot be overwritten by valWewhich has a smaller time stamp. This difference

5Here we use the fact that the atomic actions are followed by an update. The proghatas(x) and
Write (x); Read(x, {x}) would be denotationally different without the update aftéite , leading to a counter
example for full abstraction.
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is made visible by the following context:
C=([1; Write ((x,V));
Read(y, (#dat :== A, ts :== 6#) 1) ; Write ((y,D));
Read(y, (#dat :== B, ts := 8#),) ; Write ({y,D)))
| Write ((A,E)) || Write ((B,E))

7.3. Two parallel programs

SupposeP; and P, are parallel programs. Then we do not use the sequential part of the
context (this would lead to syntactically invalid programs), but define the context by

C=[1]Ce.
The proof that this indeed distinguishes the two programs is a simple version of the proof

for two sequential programs.
We present a small example that indicates why we have used the tags.

Example 26. Consider the programs
P1: Write (A) || (Read(x, A) ; Write (B)) || Read(y, 1)
P> : (Write (A); Write (B)) || Read(y, L)
StatemenRead(y, L) has been added to obtain two parallel programs.
If db(sg) = ownw(sg) = G andenvw(s1) only contains an item with valu& then P, may
read this and write ité after theB. ProgrampP, will always write B afterA.

If we use a context without tags, i.€.= [ ] || Write (A) then the own writes of' [ P1]
may contain arA (produced by the context), followed byBand anotheA (ordering
them by time stamp). But this is also possible €drP,], since there the own writes may
contain arA followed by aB (produced byP,), followed by anA produced by the context.
The problem is that without tags we cannot observe which item was produced by the
context.

7.4. A sequential and a parallel program

To prove that we can make a distinction in general, we distinguish three cases:

e If P71 is sequential and, is a parallel program, then use some sequential context, say
C =11]; C,.Sinces; € M(P1)(so), we can prove that1(C[P1])(50) # @. ButC[P»]
is a syntactically incorrect program, so by convention we h&@e[ P>])(5o) = .

e Similarly, if Py is parallel andP; is sequential withM (P2)(so) # @, we can also use
contextC =[1]; C,.

e If Py is parallel andP; is a sequential program witht(P2)(sg) = @, then use context
C =[1lCe, sinceM(P1)(so) # @impliesM(P1 || C.)(S0) # .

8. Verification framework

In this section, we provide a framework that can be used to specify and verify processes,
as shown in SectioB.3. First, in SectiorB.1, the programming language is extended with
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an infinite loop. Sectior8.2 contains the main specification and verification constructs.
The same framework has been usedlii] to verify transparent replication in another
example.

8.1. Language extensions

The simple programming language of Sectiis extended with infinite loops. Accord-
ingly, the denotational semantics of Sectiois extended. Since infinite loops introduce
non-terminating computations, we add one field to the status:

e term € {true, false}: indicates termination of the process; if it is false all subsequent
statements are ignored.

Henceforth, we assume th&t is such thaterm(sg) = true, i.e. aftersg we can still
execute subsequent statements.

The definition of sequential composition has to be adapted, since it is possible that the
first process does not terminate and thus prohibits execution of the second process.

M(S1: S2)(s0) =
{s|s € M(S1)(s0) A —term(s)} U
{s | there exists asy with s1 € M(S1)(s0) A term(s1) As € M(S2)(s1)}.
We define the meaning of an infinite loop by means of an infinite sequence of statuses
50, 51, 52, . - ., wheres; is the result of executing the loop bodyimes, provided all these
executions terminate. Otherwise tieem-field of s; is false. The written items are collected
by taking the union of the produced items in each execution of the body, as long as term
is true for the start state of this execution (we should also include the data items produced
when the body does not terminate).
M (Do S Od)(sg) =
{s | —rerm(s) and there exists a sequengeso, ... such that for ali >0,
if term(s;)thens; 11 € M(S)(s;) elseterm(s;+1) = false,
OWNW(s) = Uy > Ojrerm(s;)} OWNW(s; +1), andenvw(s) = envw(so)}.

8.2. Specification and verification

To obtain a convenient specification and verification framework, we define a mixed for-
malism in which one can freely mix programs and specifications, based on earlier work
[14].

Specifications are part of the program syntax;depo, p1, ..., ¢, 90, 91, - . . beasser-
tions thatis, predicates over statuses. We will use the usual Boolean connectives,(exg.

A) on assertions. Apecificatioris a “program” of the fornSpec (p, ¢) with the following
meaning:

M(Spec(p, q))(s0) = {s | (p(so) impliesg (s)) andenvw(s) = envw(so)}.

Next, we define a refinement relatiest between programs (which now may include
specifications).
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Definition 27 (Refinement For any two programgy, P, we define thaP; is a refinement
of P (denoted byP; = P») as follows:

Py = P, iff for all s, we haveM (P1)(sg) € M (P2)(s0).

Note that it is easy to prove that the refinement relation is reflexive and transitive. We
have the usual consequence rule, which expresses that we can refine a specification by
strengthening the precondition and weakening the postcondition.

Lemma 28(Consequenge
If p — poandgo — g thenSpec (po, g0) = Spec(p, q).

Based on the denotational semantics for Splice, we checked in PVS the soundness of a
number of proof rules for programming constructs. For instance, for sequential composition
we have a composition rule and a monotonicity rule which allows refinements in a sequential
context.

Lemma 29(Sequential composition
(Spec(p,r); Spec(r,q)) = Spec(p, q).
Lemma 30(Monotonicity of sequential compositipn
If P3 = PrandPs = Prthen(P3; Ps) = (P1; P»).

The reasoning about parallel composition in PVS mainly uses the semantics directly. But
we do have a monotonicity rule for parallel composition, which forms the basis of step-
wise refinement of components. Note that our main motivation to develop a denotational
semantics has been to obtain the following rule.

Lemma 31 (Monotonicity of parallel compositign
If P3 = PrandPs; = Pothen(Ps | Ps) = (P1 ] P2).
8.3. Verification example

To illustrate the reasoning about Splice components in PVS, we consider a simple system
with two processes that produce data items based on previously written data by the other
component. So they mutually depend on each other. As a simple example, we consider two
components that produce even and odd numbers, based on each others output.

In Section8.3.1, we define the top-level specification of the system. A failed decom-
position attempt is shown in Secti@3.2 The main problem of the correctness of this
decomposition is mutual dependency: both of the components is correct if the other is.
We show how our formalization blocks this cyclic reasoning. Based on the reasoning
problems encountered there, we rewrite the specifications in Se®t®& and prove
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the correctness of the new decomposition. The components are implemented in
Section8.3.4

8.3.1. Top-level specification

To formalize the top-level specification of the system, we define the following types and

functions:

is

DataName= {Even Odd}, with typical variabledn.

DataVal= N.

Data is a type of records with two fieldsiameof type DataNameand val of type
DataVal

KeyData= DataNameandkey(v) = name(v).

Vars = {evenvaroddvag, variables over data items that are used later in the imple-
mentation of the components (for simplicity, we have not introduced hiding or scoping
rules).

To formulate the specifications, first a few preliminary definitions are needed, disete

a set of data items, anden? andodd? are predicates that hold when a number is even

or odd, respectively.

Ever(dise) = {di | di € disetA name(di) = Even.
Odd(dised = {di | di € disetA name(di) = Odd}.
Increasingdise) holds iff
Vdii € diset diy € diset: (val(diy) < val(dip) <> ts(di1) < ts(di2)).
EvenNrsdised holds iff Vdi e diset: even?(val(di)).
OddNrgdised holds iff Vdi € diset: odd?(val(di)).
EvenWritegdised holds iff IncreasingEver(dise)) A EvenNrgEver(dise)).
OddWritegdised holds iff IncreasingOdd(disey) A OddNrgEver(dised).
Let pre be an assertion expressing teat/w= @ and the variablesvenvarandoddvar

are initialized to the empty set. The top-level specification of the overall system is defined
as follows:

postTopLevél) = EvenWritesownw(s)) A OddWritegownw(s)),
TopLevel= Spec (pre, postTopLevel

8.3.2. Failed decomposition attempt

The aim is to specify two components, sgyenCompand OddComp such that

EvenCompg| OddComp= TopLevel

Since it is important to express which components produce certain data items, we define
NameOwnwn)(s) = Ydi € ownw(s) : name(di) = dn
The main idea is that componelBvenComfirst writes 0 and next reads an item with

nameOdd, stores it in variabl®ddvar, and uses this item—assuming it is odd indeed—to
produce a new even number. SimilalddCompeadsEvenitems, stores them ievenvar
and uses them to produce odd numbers.

Let preEvenCompbe an assertion expressing tlidt ownwandoddvarare all empty.

Similarly, preOddCompexpresses thath, ownwandevenvarare all empty. Then we try
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the following specifications of the components:

postEvels) = NameOwnuEvern (s) A
(OddWritegenvw(s)) — EvenWritegownw(s))),

EvenCompTry= Spec (preEvenComypostEven,

postOdds) = NameOwnwOdd)(s) A
(EvenWritegenvw(s)) — OddWritesownw(s))),

OddCompTry= Spec (preOddComppostOdd.

The aim is to provievenCompTry OddCompTry= TopLevel Since the precondition of
TopLevekequires thaenvw= @for the complete system, this reduces to the obligation to
prove fors, s; ands> that

(OddWritegsownw(s»)) — EvenWritesownw(s1))) and
(EvenWritesownw(s1)) — OddWritegsownw(s2))) implies
EvenWritesownw(s)) A OddWritesownw(s)), where
oWNnW(s) = ownw(s1) U OWNnw(s»).
Unfortunately, itis not possible to draw any suitable conclusion from the mutually dependent

specifications of the components. Hence we rewrite these specifications in the next section
to allow some form of inductive reasoning.

8.3.3. Correct components

To obtain specifications that can be used for inductive reasoning at parallel composition,
we rewrite them such that a property of a component up to some point ofitimé has
to be established using the assumptions up to tinihis means that we use local clock
values as a basis for induction and we t@kealTime = N.

Let n be a variable ranging ové¥ and define:
o (diset< n) = {di | di € disetA ts(di) < n}

Observe thatdiset< 0) = @.

Then we specify the components as follows:

postEvenComp)
= NameOwnwEven (s) A
(Vn : OddWritesownw(s) < n) — EvenWritesownw(s) < n + 1))

EvenComp= Spec (preEvenComppostEvenComyp
postOddCom()

= NameOwnyOdd)(s) A
(Vn : EvenWritesownw(s) < n) — OddWritesownw(s) < n + 1))

OddComp= Spec (preOddComppostOddComp

Note that we have not formalized thBEvenComfirst writes value 0 because we only
consider safety here, i.e., we show that no wrong numbers are produced.
We have proved in PVS that this leads to a correct refinement of the top-level specification.
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Theorem 32. EvenComp OddComp= TopLevel

Proof. Sinceenvw= @, by the precondition ofopLevel we have to show that fa, s1
ands, with NameOwnwEven (s1), NameOwnwOdd)(s2),

Vn : OddWritesownw(sz) < n) — EvenWritesownw(s1) < n + 1) and

Vn : EvenWritesownw(s1) < n) — OddWritesownw(s2) < n + 1) imply
EvenWritesownw(s1) U ownw(s2)) A OddWritegownw(s1) U OWNW(s2)).

This follows immediately from the following three properties:

e Vn : OddWritegsownw(sy) < n) — EvenWritegownw(s1) < n + 1) and
Vn : EvenWritesownw(s1) < n) — OddWritegownw(s2) < n + 1)
imply Vi : EvenWritesownw(s1) < i) A OddWritesownw(sz) < i).

We have proved this property by induction iofThe case fof = 0 depends on the fact
that the predicateSvenWriteandOddWriteshold for the empty set. The inductive case
is almost trivial and does not depend on the predicates.

e Vi : EvenWritesownw(sy) < i) A OddWritegownw(s2) < i)
impliesEvenWritegownw(s1)) A OddWritegsownw(sz)).

This property depends on the predicates ugad(Writesand OddWrite$, but is not
difficult here; given particular data items, choadarger than their time stamps.

o NameOwnwEven (s1), NameOwnwOdd) (s2), EvenWritesownw(s1)), and
OddWritegsownw(s2)) imply EvenWritegsownw(s1) U ownw(s2)) and
OddWritesownw(s1) U ownw(s2)).

This property can be proved almost automatically by PVSIL

8.3.4. Implementing the components

To implement the components in our Splice-like programming language, we define the
following notation.
e NewNamedk, dn) is a query that requires a data item with nagmeand a time stamp

which is larger than the current time stampxdprovidedx # L).

Then implemenEvenComgby the program

EvenProg= Write ((#name := Evenval := 0#)) ;
Do Read(oddvar, NewName¢bddvar, Odo)) ;

Write ((#name := Even val := val(oddvan + 1#)) Od
We have proved in PVS that this is indeed a correct refinement.

Lemma 33. EvenProg= EvenComp

Similarly, OddComgs implemented by

OddProg= Do Read(evenvar NewNameckvenvay Even) ;

Write ((#name = Odd, val := val(evenvay + 1#)) Od
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and we have proved the following lemma:
Lemma 34. OddProg= OddComp

Finally observe that TheoreB2, expressing the correctness of the decomposition, and
the Lemmas33 and 34, which concern the correctness of the components, lead by the
monotonicity property (Lemmal) to

(EvenProg| OddProg = TopLevel

9. Concluding remarks

We have proposed a compositional verification framework for reasoning about compo-
nents of the industrial software architecture Splice. This architecture is data-oriented and
based on local storages of data items. Communication between components is anonymous,
based on the publish—subscribe paradigm. Verification is supported by the interactive theo-
rem prover PVS.

This formal framework is based on a new denotational semantics for Splice which in-
cludes the modeling of time stamps, based on local clocks, and the update mechanism of
local storages based on these time stamps. Moreover, the denotational semantics includes
assumptions about the data items produced by the environment of a component. To simplify
verification, we reduced the number of updates of the local storages and tried a short, but
non-trivial, formulation of parallel composition.

To increase the confidence in this denotational semantics, we also formulated a rather
straightforward operational semantics and proved that it is equivalent to the denotational
one. This revealed a number of errors in earlier versions of the semantics. In general, our
study of the semantics of Splice led to many discussions about the precise meaning of
this software architecture. As a final justification of the semantics, we have proved that the
denotational semantics is fully abstract with respect to the operational semantics.
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